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Key point 1: How to augment?

There might be several ways. We choose to increasing 

model diversity by introducing randomness into the model 

inference process.

Welcome to explore more augmentation methods together!

Key point 2: What kind of randomness?

We design randomness strategies suitable for ViTs.

Key point 3: How to control the random degree?

Generate adversarial examples with the augmented 𝒊 model 

and attack models other than 𝒊 . The better the attack effect, 

the more appropriate the degree of randomness.

Motivation Framework

Experiments

Overview of the proposed ViT-EnsembleAttack framework. The models 𝑓1, … , 𝑓𝑁 represent the 𝑁 original surrogate ViTs. Unlike traditional ensemble-based attacks, 

ViT-EnsembleAttack generates a set of augmented models using three strategies with parameters optimized by Bayesian optimization, and ensembles these augmented 

models to produce adversarial examples. 

I/MI/DI/TI-FGSM Average
Method ViTs CNNs

Ens 70.5 48.1
SVRE 93.0 70.8

AdaEA 85.1 55.3
SMER 93.8 73.0
Ours 98.4 88.3

𝑁 ×𝑀 × 𝑔𝑟𝑎𝑑𝑖𝑒𝑛𝑡𝑠𝑁 ×𝑀 ×𝑚𝑜𝑑𝑒𝑙𝑠

𝑁 ×𝑚𝑜𝑑𝑒𝑙𝑠 𝑁 × 𝑔𝑟𝑎𝑑𝑖𝑒𝑛𝑡𝑠

Mainly focus on how to make
good use of the 𝑁 × 𝑔𝑟𝑎𝑑𝑖𝑒𝑛𝑡𝑠

Mainly focus on how to augment 
surrogate models to generate more 
kinds of 𝑔𝑟𝑎𝑑𝑖𝑒𝑛𝑡𝑠 to use

Adversarial augmentation

Ensemble Attack

Augmentation-based 

Ensemble Attack

Traditional

New Idea!
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Tricks
Automatic reweighting
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