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e Prior work [2] used e \Web Scale Training Datasets like CC12M [1] Are
Typographic Attacks to Fool filled with graphics.

Vision Language Models. e They are easily pasted on the corner of images

e Can correlations learned with these graphics be
used as an attack vector?
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e Yes!
e \We identify three categories of
attacks:
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Web-Scale Artifact Prompts Web-Scale Dataset

Target Class: "Frowning"
{ A photo of a Graphic Symbol, A photo of a

logo, a photo of a company logo, A photo of a iCc- raphic-no-text X
brand logo, A photo of a corporate logo, A Agraphlc text .Ag P Ate t
photo of a watermark } ¥ l

Filtering with CLIP Apply Artificats to opposite class: Smiling

Filter the artificats according to Attacks Success Rate

v

Crocs, Uber
@ @ 0 protect Frog
Celtics, CID BIOHAZARD ‘
P i ics- hics-no-text text
Agraphlc-text Agraphlc-no-text Atext Agiaphlcs text %iap 1cs-no-tex .

Extracting Artifacts: Section 3.1.1 Mining Attack Artificats : Section 3.1.2
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Toon ‘i n e Tenee | trigger Tee  Youth
Child [ ) @ w4l @ | CHD KID KidZ
Man = @ s, Sean "l'l’ Mr;Bean Mr  Father
Woman & 1'9 B | Woinen VODKA Kivoria
Boeing » @ BORING ‘(m tin bofing Beang BING
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Frowning A @ w = e FROG Broken BURG
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Success Rate %
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1. Artifact Attacks are Effective across Diverse Model Configurations
2. Pretraining Dataset Curation has Minimal Effect on Success Rate.
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1. Our textual attacks are more
effective than prior work
typographic attacks [2].

2. The presence of text is
important to maximize
success rate.

Typographic
Attacks [2]

Text (ours)

Graphics w/
text (ours)

Graphics wo/
text (ours)
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1. Location Matters!
2. Top Middle is the most effective.
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1. Combining artifacts

compounds the success
rate

Success Rate %

20

A) Graphics B) Graphic C) Text (B + C) (A + C) (A + B)
w/ Text  wo/ Text only
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Defence Idea: Incorporate the artifact
into the prompt [3].

An image of an adult
person with the word
“Senton” on the top left.

We extend this to graphics by using a

caption of the graphics from a captioning
model.

Results: Graphics are more
challenging!

Typographic
Attacks [2]

Text (ours)

Graphics w/
text (ours)
Graphics wo/
text (ours)
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* [1] Changpinyo et a Conceptual 12m: Pushing web-scale
Image-text pre-training to recognize long-tail visual
concepts. CVPR 2021.

 [2]Hiroki et al. Defense-prefix for pre- venting typographic
attacks on clip. CVPR 2023

* [3] Hao et al. Unveiling typographic deceptions: Insights
of the typographic vulnerability in large vision-language
model. ECCV, 2024



