
Web Artifact Attacks Disrupt Vision Language 
Models

Maan Qraitem, Piotr Teterwak, Kate Saenko, Bryan A. 
Plummer



● Prior work [2] used 
Typographic Attacks to Fool 
Vision Language Models.

● Web Scale Training Datasets like CC12M [1] Are 
filled with graphics. 

● They are easily pasted on the corner of images
● Can correlations learned with these graphics be 

used as an attack vector? 



● Yes! 
● We identify three categories of 

attacks: 

Text Scraped 
From Graphics

Graphics wo/ 
Text

Graphics w/ 
Text







1. Artifact Attacks are Effective across Diverse Model Configurations
2. Pretraining Dataset Curation has Minimal Effect on Success Rate.



1. Our textual attacks are more 
effective than prior work 
typographic attacks [2].

2. The presence of text is 
important to maximize 
success rate. 



1. Location Matters!
2. Top Middle is the most effective.



1. Combining artifacts 
compounds the success 
rate



1. Only a small sample size 
is required to estimate 
the effect of a logo.



Defence Idea: Incorporate the artifact 
into the prompt [3].

An image of an adult 
person with the word 
“Senton” on the top left. 

Results: Graphics are more 
challenging!

We extend this to graphics by using a 
caption of the graphics from a captioning 
model. 
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